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Abstract: To address the problems of limited hiding capacity and inaccurate information extraction in the existing genera-
tive steganography methods, a novel generative steganography method was proposed based on auto-generation of contours,
which consisted of two main stages, such as the contour generation driven by secret information and the contour-to-image
transformation. Firstly, the contour generation model was built based on long short term memory (LSTM) for secret informa-
tion-driven auto-generation of object contours. Then, a contour-to-image reversible transformation model was constructed
based on pix2pix network to obtain the stego-image, and the model also supported the reversible transformations from the
stego-image to contours for secret information extraction. Experimental results demonstrate that the proposed method not
only achieves high hiding capacity and accurate information extraction simultaneously, but also effectively resists the attacks
by steganalysis tools. It performs much better than the state-of-the-art generative steganographic methods.
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6 6%256 0.017 6 0.026 6
8 8x256 0.019 8 0.0555

42 IREE

® 3 RORAEARI A F A7/ SWE
JTEPURBCR KX . W 3 HITLAR Y, BB
AR N, ASCTVER) BER BT m, $REL
ERR N %, (HAKARAE T SWE ik, 5
YR o SWE Jrik R A5 BBt g e 5 5, 4R
Jrfi N DCGAN H A e &35 G, LA oy sz B e 7
55 5 EME R ARHE 2 R . T DCGAN 1)
PG A AN T R ] R b R, 2 S ok e e LA ek
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Ik DCGAN K5I, IS 2005 B R A R AT 4%
ARFATIR, I FLRR A5 S B IRU 45 [F e LAY 255
TVEHER IR E B . AT SWE J5i%, A
7R SR R A S W DAy Pl 45 1) Ak R B
AR, ARIR R RIS B0 GAN (14 A iE H AR
I R . T AR R AR ) e A S 2
KGRI R S 5 T2 Al 2. Ak, HELA
Heyi A5 RS VA L, A SCITVER AR 2R 5 I 45
EHRH I 7 P A 1 ) 2 R % 45 R SR M 2%, ] LA
v SR v ) s i 5 A A OB 2% £ R B o

x3 FREIRREA 2 TR A AR

SWE 7 ERRBUEN b
Bit ATk SWE J57%
2x256 0.0127 0.0719
4x256 0.014 5 0.073 2
6x256 0.017 6 0.079 4
8x256 0.0198 0.080 3

4.3 MRS o HhEe

AR T SRMUPTRT XuNet! a5 43 4
AT IR, DS FhA R B S ik hika s
S ATRS I I BE 7« SRM JH 1 JE I 2% T ) 3 IS 5
B — RS R I SRR AE, I H X e S R
HMENN SRR &ML (SVM, support vector machine)
HEAT Bk G A0 . XuNet UK CNN H sh#EHL
K S R IR IR 2% 20, AATITASE Do 8 2 40 ) B 5
EHRIRE ) AEPLRR S A Hrillleh, K 2 =K K]
% PG RS B R G RRAA R
MR G . SRR b, BN LA il G S A ik
MNME B EG—FRE e, — 5 RAsS
PAFIIRR. Bk, ASCKE S - BRI
B REIG ST 10 000 T R A 1 G 2L
PRdE, TFE 10 000 M AR A5 B 2R B BB AE K
TEEBEEE. HTAMRSE kAR
S-UNIWARD™, UT-6HPF-GANU#1 SWE), Az
R PoW B 5 HE PR S 43 A A g8 0 14T VF
s =14 R

1
PE :nI}FinE(PFA +PMD) (14)

Hrh, B, A B, o F R R RIS, P H
BT 0.5, RoRHRBTEE 70 M 1t REHLT .

% 4 FoREFRT SRM Al XuNet B2 5 0 as, A
M) B 75 & N & 2R RS LM PR E b e )1

XFE e AR 4 W UKL, ANBERE 40 ##8 KI SRM
i /& XuNet, 71 & 7% & A1 [\ 15 &k,
S-UNIWARD F1 UT-6HPF-GAN (] P, {ftt. SWE J5
VA SCTTVER P AHSAE, WAt vtk giis ik
HITERPURR S /0 199 T RS k. X
2 IR B e X B S 7 ik 4 I e A 2ok
PRPEE A SE IR ER A5 BRI A5 B B G rp
SREAA BLORIE, NI A BE S 2 PR A A4 . i
SWE Jj VA ST VR EAN TG S Ak A%, T &
TERLEE AR BB BN AL H BT R AE & s R
TERS RS B ME SR, BIAE S5 0
A BB 73 B A B A ) o

F 4 §t3F SRM F1 XuNet [RE #7185, FRIRESE

TREBRSH AR P BT

Bit

SRR TR ik

2x256  4x256  6x256 8x256
S-UNIWARD 04558 0.4521 04489  0.4412
UT-6HPF-GAN 0.4617 04653 04576 04512

SRM
SWE J7i% 04789 04738 04764 04732
VNS IR 0.4934 04902 04896 0.4921
S-UNIWARD 04579 04543 04567  0.4501
UT-6HPF-GAN 0.4634 04609 04689 04535

XuNet
SWE 771k 04813 04818 04864 04876
AT 0.4988 0.4995 05011  0.500 2

TEIXEEXT LT VE, ARSCOTERIEL, A
[ B N P A AR F G 0.5, RWIAS
JIEAE S IUBOR Bl A = (1 [R]INF, B D AR HT A
R A b TR B
44 BEBERRE

HH T t-SNE ] #4677 92 T 20m AR ARLRE ]
AL, ASCRHA -SNE I RAL 7 O b 1 BCAN [
A e G B R RER rA . B 6k THUCANIR]
RIS T L 4 2L

A, ASCRHHE P FID (frechet inception
distance) X G A S AT VR, FID B/NRIR
AR 1) o An S B R EEE . A SOTEEA
[ A B0, 5 SWE Jrikbi A i B
T, SRR S FiR. AR S A, ARSCTTVEM
FID /T SWE J5ik, WAL EUG A it
0/ SN S PN Ry e R Y B R P BUIIS
AR eh T AR RN I 2 R A A o R 4R
ARG S35k, fEHbRRECh I /ME L1 BEE
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ANZxHER, PUEEARER AT . 1 SWE J7
1t HARAH] DCGAN Kl e il 5 B4R, AN
AesE R B TR, AN, BLB R E I AL
JRBK BRI 25 5 7 FE ML O, A 1 BB R A
720 B 7 s T A AA O S B 5 A i A 11
XFLE, DEIRMEE, ARt & A S s B L
FEATMBE S, AR B RRET

> Lo &
*

(@) =2 ®) = (© 16 @ =8
R G o FERI AR
K6 41 HUARMER t-SNE El7Rf

%5 RIS LA T A R E 3 L
Bit SWE Jy i AILTTE
2x256 404.609 6 77.449 2
4x256 401378 1 84.775 5
6x256 422,920 3 89.736 3
8256 4375239 91.979 6

4.5 HRASRLY

N IR SO LA ke, A
Wk T — RIS, KA %S 4 PR
ARIA ST E B SRR EAT R L . A SO iR
JER AR AR SE P LSTM 4544, %6 35— 45 v 1 A8 46
R o (R 2 FCRs A 2 AN 28 23 >R ] U-Net.
PatchGAN fil U-Net, J57% 1 43 55K H RNN. U-Net.
PatchGAN F1 U-Net, J7% 2 25K H LSTM.
Encoder-decoder. PatchGAN F U-Net, /% 3 937
K LSTM. U-Net. GAN. U-Net, Jji% 4 435K
Ji LSTM. U-Net. PatchGAN HI Canny 511,

% 6 R T LAk 4 Bl ik Ae R A B i
#* BER. JUlaE i) P, u&l’él%iﬁk T
EMD B, Horp P &Y SRM B 5 43 M s il 543
W BT B EAE 1=4 I, BN EEA B 2
4x256 bit [FIGHL TR . HE 6 W1FUI T4k,

1) ARSCJ7EM) EMD KT 7775 1 (%) EMD
H, BASCIRER A UG T I A T 70 1. X
SEPIAZE IR RNN Z5R)3AT BT 10U, AR
EAF“ ﬁaﬂﬁﬁzﬁiﬁ“ LRI LE ﬁﬁxﬁﬂﬁ%ﬁ

E@iﬁ'ﬁﬁ’]ltﬂ o, *%EXEUW@L U\fﬁﬁﬁlﬁiﬁi%?%
FLSR ERZEER AR T A T 1L LSTM 544 1]
DA R G DL b it PRI, SR LSTM n DU iR 2%
A ) B B T i

2) AICJ5iH) BER F1 EMD {H 7572 2 W2
PG, BUASCT AR AL BOE A 2 A0 A i 5
IR T E 20 KRR AR EA K H
U-Net, MMiJji% 2 4 i#s KM Encoder-decoder. #H
8T Encoder-decoder, U-Net 7FF-KFE 5 BERAEH
bR P REAS BT b OR B R B R R AR o IXFE AT A
SCOTVER & B EUR B A s B R e, e S e A 4
WA Sy, RhEE AR SR AR 2 5 iy o

3) A7) BER A1 EMD RS 757 3,
RIS 7 95 B T BT A 2 R0 A il PR 45 o o A
T IR 3. X IR R A ST VR IR ) ) 2% R
PatchGAN, 1 77 % 3 RH &4 GAN. K H
PatchGAN ] ) 5l 5 45 A2 i EE U 43 iV 2 R
P, PR R B S FEEAT o AHAECR AR
48 GAN [, R PatchGAN (¥ 5 25 0 1]
A5 LI B () 000 4 SR S ey, AT A g 2 i Y
AL T S R R, AR ST R I R e S ORI

HbREE s
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*z6 AXFAEES 4 ARMAMAL A EHRSERT L
it R AR A A RS H 2 PR BER ’, D
LSTM RNN  U-Net Encoder-decoder ~PatchGAN ~GAN U-Net  Canny 57
Jivk x V \ x \ x \ x 00151 04213 0.184 4
Tk 2 \ x x v \ x \ x 0.0482  0.488 1 0.049 7
Jivk 3 \ x \ x x \ \ x 0.0194 04815 0.0319
Jiik 4 \ x \ x \ x x N 0.0932 04896 0.027 7
AL Tg \ x \ x \ x \ x 0.0145 04902 0.026 0

FE: NRACRAILEAN, xRR AR AL .

FAEE A DI e .

4) AICT7VEH) BER HW] WAL T J7% 4, EMD
IEASTE 4 70, BT 4 0RL 25 B U
WHR ST ARSI X REEN T 4 RIS
KHAESEP) Canny H 1, AL I7%KH U-Net.
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